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1. POLICY STATEMENT

BFT processes personal data lawfully, fairly, transparently and securely. Particular
care is taken with children’s data, safeguarding information, SEND/health
information, criminal-offence data and other special-category information.

Legislation, statutory guidance and key reference documents
* UK General Data Protection Regulation
e Data Protection Act 2018
* Privacy and Electronic Communications Regulations where applicable

e Freedom of Information Act 2000 only where BFT is legally subject to it;
otherwise contractual information-access duties apply

¢ |CO guidance in force during 2026-2027
e Education inspection framework and relevant Ofsted inspection
toolkit/operating guidance in force from September 2026
¢ Keeping Children Safe in Education 2026 (where applicable to BFT and
commissioning arrangements)
» Working Together to Safeguard Children 2026
¢ Alternative Provision statutory guidance (DfE, current edition)
e Non-school alternative provision: voluntary national standards (DfE, 2025),
pending any mandatory replacement
Where BFT is not itself the statutory body named in guidance, it will support the
commissioning school/local authority to discharge its duties and will meet

contractual, safeguarding and information-sharing requirements applicable to the
placement.

2. GOVERNANCE AND ACCOUNTABILITY

BFT will identify and document whether it acts as controller, joint controller or
processor for each material processing activity.

A named Data Protection Lead will maintain the Record of Processing Activities,
privacy notices, breach log, rights-request log and retention schedule.

Data protection by design and default will be applied to new systems, forms,
apps and data-sharing arrangements.

A Data Protection Impact Assessment will be completed where processing is
likely to result in high risk, including appropriate uses of new technology,
systematic monitoring or sensitive children’s data.

3. LAWFUL BASIS AND SPECIAL-CATEGORY CONDITIONS

BFT will identify an Article 6 lawful basis for each purpose and, where special-
category data is processed, an Article 9 condition and any required Data
Protection Act 2018 Schedule 1 condition. Consent will not be used where
another lawful basis is more appropriate or where consent cannot be freely
withdrawn.

Safeguarding information may be shared without consent when lawful and
necessary to protect a child. Staff must never delay a safeqguarding referral
because consent has not been obtained.

4. DATA MINIMISATION, ACCURACY AND SECURITY

Collect only data needed for a defined purpose.

Keep information accurate and correct errors promptly.

Apply role-based access, strong authentication, secure devices, encryption where
appropriate, secure transfer and clear-desk/secure-storage controls.



Use approved systems only; personal email, uncontrolled messaging or
removable media must not be used for pupil data unless specifically authorised
and secured.

Complete due diligence and written data-processing terms for
processors/suppliers.

5. INDIVIDUAL RIGHTS

BFT will facilitate rights of access, rectification, erasure, restriction, objection and
portability where they apply. Subject access requests are normally answered
within one calendar month, subject to lawful extensions/exemptions. For
children, competence, parental responsibility, safeguarding and confidentiality of
third parties will be considered before disclosure.

6. PERSONAL DATA BREACHES

All suspected breaches must be reported immediately to the Data Protection
Lead. BFT will contain the incident, preserve evidence, assess risk, record the
decision and notify affected parties where required.

Where a breach is likely to result in a risk to people’s rights and freedoms, the
controller must notify the ICO without undue delay and, where feasible, within 72
hours of becoming aware. High-risk breaches may also require direct notification
to affected individuals.

7. DATA SHARING AND SAFEGUARDING
Use a lawful basis and share the minimum necessary information.
Record significant safeguarding information-sharing decisions.

Maintain data-sharing agreements with commissioners/partners where
appropriate.

Verify recipients before sending sensitive data.
Apply KCSIE 2026 and Working Together 2026 information-sharing principles.
8. RETENTION AND DISPOSAL

The previous blanket approach of retaining broad categories of pupil, attendance,
behaviour, medical and SEND records to date of birth +25 years is replaced by a
purpose-led retention schedule. Retention must be justified by legal,
safeguarding, contractual and operational need and reviewed periodically.

Child protection records will be transferred/retained in accordance with
safeguarding guidance and commissioner arrangements. DBS certificate
information will not normally be retained longer than permitted by the DBS Code
of Practice unless a lawful, documented exception applies. Records reaching the
end of retention will be securely destroyed.

9. PRIVACY NOTICES

BFT will maintain clear pupil/parent, workforce and applicant privacy notices
explaining purposes, lawful bases, categories, recipients, retention, rights,
complaint routes and contact details. Notices will be reviewed whenever
processing materially changes.

10. TRAINING, AUDIT AND REVIEW

Mandatory induction and annual refresher training

Phishing/cyber awareness and incident exercises

Periodic access and retention audits

Processor/supplier review

Termly breach/rights-request trend reporting to leadership and proportionate GAB
assurance



Annual policy review



